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 Topic #4 

 Insurance0 

 Current situation 

 Use Case  B2C 

 Users  50k MAU 

 Authentication  Self-build Username & Password stored plain text in DB… 

 Insurance0  is  a  small  specialist  medical  insurance  provider  and  as  such  very  concerned  with 
 security  and  privacy.  There  has  been  an  incident  recently  where  some  accounts  were 
 attempted  to  take  over  by  a  3rd  party  via  brute-force.  This  has  triggered  a  wider  investigation 
 into  their  security  posture  and  showed  that  it  will  most  likely  be  better  for  them  to  outsource 
 this part of their infrastructure. 

 Desired situation 

 One  of  the  key  factors  for  them  is  privacy  and  that’s  when  they  told  us  that  they  ideally  do  not 
 want  to  store  any  PII  within  our  systems  or  at  least  minimize  it  as  much  as  possible.  They  also 
 already  have  a  fairly  complex  AuthZ  system  in  place  and  would  rather  not  want  to  replace 
 that. 
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